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Preface: Introducing the Content Policy Language

The Blue Coat Content Policy Language (CPL) is a powerful, flexible language that enables you to
specify a variety of authentication, Web-access, and networking policies. ProxySGpolicy is written in
CPL, and every Web request is evaluated based on the installed policy. The language is designed so
that policies can be customized to an organization’s specific set of users and unique enforcement

needs.

CPL uses the settings created when you configured the ProxySG appliance to your specifications. You

can also:

* Use predefined common actions and transformations.

* Define your own conditions and actions.

* Exert fine-grained control over various aspects of appliance behavior.

* Create policy layers, allowing for multiple policy decisions for each request.

* Have a specific condition trigger multiple actions.

* Create authentication-aware policy, including user and group configuration.

*  Support multiple authentication realms.

e Configure policy event logging.

*  Debug policy using built-in tools.

About the Document Organization

This document is organized for easy reference, and is divided into the following sections and chapters:

Chapter 1 - Overview of Content Policy
Language

Provides an overview of CPL, including concepts, CPL basics,
writing and troubleshooting policy and upgrade/downgrade issues.

Chapter 2 — Managing Content Policy
Language

Discusses understanding transactions, timing, layers, and sections,
defining policies, and best practices.

Chapter 3 — Condition Reference

Lists conditions that are supported by CPL and provides an
explanation for the usage.

Chapter 4 — Property Reference

Lists properties that are supported by CPL and provides an
explanation for the usage.

Chapter 5 — Action Reference

Lists actions that are supported by CPL and provides an explanation
for the usage.

Chapter 6 — Definition Reference

Lists definitions that are supported by CPL and provides an
explanation for the usage.

Appendix A - Glossary

Defines terms used in this manual.

Appendix B - Testing and
Troubleshooting

Explains using policy trace properties.

xiii
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Appendix C - Recognized HTTP Headers | Lists all recognized HTTP 1.1 headers and indicates how the

appliance interacts with them.

Appendix D—Using Regular
Expressions

Discusses regular expressions and how to use them.

Note: CPL substitutions documentation is available in the ProxySG Log Fields and CPL

Substitutions Reference:

https:/ /www.symantec.com/docs/DOC11251

Document Conventions

Conventions

Definition

Italics

The first use of a new or Blue Coat-proprietary term.

Courier font

Screen output. For example, command line text, file names, and
Blue Coat CPL.

Courier Italics

A command line variable that is to be substituted with a literal
name or value pertaining to the appropriate facet of your
network system.

Courier Boldface

A Blue Coat literal to be entered as shown.

Arial Boldface

Screen elements in the Management Console.

One of the parameters enclosed within the braces must be
supplied

An optional parameter or parameters.

A separator between parameters. Use one of the parameters
separated by the pipe character.

Xiv




Notes and Warnings

The following is provided for your information and to caution you against actions that can result in
data loss or personal injury:

Note:  Information to which you should pay attention.

Important: Critical information that is not related to equipment damage or personal injury (for
example, data loss).

WARNING: Used only to inform you of danger of personal injury or physical damage to

equipment. An example is a warning against electrostatic discharge (ESD) when
installing equipment.

XV
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Chapter 1: Overview of Content Policy Language

The Blue Coat® Content Policy Language (CPL) is a programming language with its own concepts and
rules that you must follow.

Topics in this Chapter

This chapter includes information about the following topics:
e "Concepts" on page 17

* "CPL Basics" on page 19

e "Writing Policy Using CPL" on page 27

e "Troubleshooting Policy" on page 29

* "Upgrade/Downgrade Issues" on page 30

Concepts

In Blue Coat documentation, policy refers to configuration values and rules applied to render decisions
on authentication requirements, access rights, quality of service, or content transformations (including
rewrites and off-box services that should be used to process the request or response). Often, the policy
references system configuration for the default values for some settings and then evaluates rules to see
if those settings should be overridden.

CPL is a language for specifying the policy rules for the ProxySG appliance. Primarily, it controls the
following:

e User Authentication requirements

e Access to Web-related resources

e Cache content

* Various aspects of request and response processing
*  Access logging

You can create policy rules using either the Visual Policy Manager (VPM), which is accessible through
the Management Console, or by composing CPL.

Before reading sample CPL or trying to express your own policies in CPL, Blue Coat recommends that
you understand the fundamental concepts underlying policy enforcement in the ProxySG appliances.
This section provides an overview of important concepts.
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Transactions

A transaction consists of a request for service and any associated response for the purposes of policy
evaluation and enforcement. In most cases, a transaction is created for each unique request for service,
and the transaction exists for the time taken to process the request and deliver the response.

The transaction serves the following purposes:
* Exposes request and response state for testing during policy evaluation.

This provides the ability to test various aspects of a request, such as the IP address of the client
and the URL used, or the response, such as the contents of any HTTP headers.

* Ensures policy integrity during processing.

The lifetime of a transaction could be relatively long, especially if a large object is fetched over
slow networks and subject to off-box processing services such as content filtering and virus
scanning. During this time, changes to configuration or policy rules may occur, which would
result in altering the policy decisions that affect a transaction. If a request was evaluated against
one version of policy, and some time later the associated response were evaluated against a
different version of policy, the outcome would be unpredictable and possibly inconsistent.

The transaction ensures that both the request and the response are evaluated against the version
of policy that was current when the transaction was created. To ensure that new policy is
respected, long-lived transactions such as those involved in streaming, or large file downloads,
are re-evaluated under new policy. Re-evaluation applies to both the request and response, and
any resulting new decisions that cannot be honored (such as new authentication requirements)
result in transaction termination.

* Maintains policy decisions relevant to request and response processing.

® Various types of transactions are used to support the different policy evaluation requirements of
the individual protocols: administrator, cache, and proxy transactions.

* Ina few special cases, multiple transactions can be created for a single request. For example, if an
HTTP request is made via the SOCKS proxy (on port 1080 of the appliance), it is possible for two
transactions to be created: a SOCKS proxy transaction, and an HTTP proxy transaction. To see
these transactions, turn on policy tracing. A new entry is added to the policy trace file for each
transaction.

Policy Model

Each transaction begins with a default set of decisions, many of which are taken from the system
configuration. These defaults include such things as forwarding hosts or SOCKS gateways. The most
important default decision affects whether or not requests should be allowed or denied.

18
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The defaults for the various transaction types are:
* Administrator Transaction— the default is to deny requests.

By default, administration is only available through one of the methods that bypasses policy
evaluation. These are:

0 accessing the CLI through the serial console

0 accessing the CLI through RSA authenticated SSH

a  logging into the Management Console or CLI using the console credentials

Specific rights must be granted through policy to enable other administration methods.
* Cache Transactions—the default is to allow requests.

These requests originate from the appliance itself, and are used primarily to maintain the state of
content. Additional policy can be added to specifically deny requests for specific content, and to
distinguish content management requests from other cache transactions.

* Proxy Transactions—the default is taken from system configuration.
For new appliances, the default is to deny all requests.

The correct approach to writing <proxy> layer policy depends on whether or not the default is to
allow or deny requests. The default proxy policy is configurable and represents the starting point for
writing policy to control proxy transactions. The default proxy policy is reported at the top of every
policy listing generated by the appliance, as follows:

; Default proxy policy is DENY

This line in a policy listing is a CPL comment, defining the starting point for proxy policy.

Role of CPL

CPL is the language used to express policy that depends on the runtime evaluation of each
transaction. Policy is written in CPL, installed on the appliance, and is evaluated during request
processing to override any default decisions taken from configuration.

CPL Basics

The following sections provide an overview of CPL. Detailed specifications for each of the following
elements is available in the reference portion of this manual.
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Comments

Any line starting with a semicolon (;) is a comment.

A semicolon following a space or tab introduces a comment that extends to the end of the line (except
where the semicolon appears inside quotation marks (“ “) as part of a trigger pattern expression or
property setting).

For example:
; This is a comment.

You can insert comments anywhere in policy.

Rules

A policy rule consists of a condition and a number of property settings, written in any order. Rules are
generally written on a single line, but can be split across lines using a special line continuation
character. When a rule is evaluated, the condition is tested for that particular transaction. If the
condition evaluates to true, all of the listed property settings are executed and evaluation of the
current layer ends. When a rule evaluates to true for a transaction, the rule is said to match. If the rule
evaluates to false, it is said to miss.

In turn, a condition is a boolean combination of trigger expressions. Triggers are individual tests that
can be made against components of the request (url=), response
(response.header.Content-Type=), related user (user=, group=), or system state (time=).

With a few notable exceptions, triggers test one aspect of request, response, or associated state against
a boolean expression of values.

For the conditions in a rule, each of the triggers is logically anded together. In other words, the
condition is only true if each one of the trigger expressions is true.

Properties are settings that control transaction processing, such as deny, or the handling of the object,
such as cache (no), indicating that the object is not to be cached locally. At the beginning of a
transaction, all properties are set to their default values. As the policy is evaluated in sequence, rules
that match might set a property to a particular value. A property retains the final value setting when
evaluation ends, and the transaction is processed accordingly. Properties that are not set within the
policy maintain their default values.

The logical form of a policy rule could be expressed as:

if condition is true then set all listed properties as specified
The following is an example of a simple policy rule:

url.domain=example.com time=0900..1700 exception(policy denied)

It states that the exception ( ) property issetto policy denied if both of the following triggers test
true:

* The request is made for a page from the domain example.com

* The request is made between 9 am. and 5 p.m.
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Notes

e CPL triggers have the form trigger name=pattern expression

* CPL properties have the form property name (setting), except for a few imperative gestures
such as allow and deny.

*  The text in policy rules is case-insensitive, with a few exceptions identified in the following
chapters.

e Non-ASCII characters cannot occur within a CPL source file.

e Policy listings are normalized in several ways. First, condition and action definitions which may
appear anywhere in the source, will be grouped following the policy rules. Second, the order of
the conditions and properties on a rule may change, since the CPL compiler always puts a deny or
allow at the beginning of the rule, and orders conditions to optimize evaluation. Finally, several
phrases are synonyms for phrases that are preferred. In the output of show policy, the preferred
form is listed instead of the synonym.

Four such synonyms are:
® exception(authorization_failed), which is a synonym for the preferred
deny.unauthorized

® force exception(authorization failed), M&ﬁchisasynonynnforthe
preferred force deny.unauthorized

® exception(policy denied), whichis a synonym for the preferred deny
* exception (no), which is a synonym for the preferred allow.

*  More complex boolean expressions are allowed for the pattern expressionin the triggers. For
example, the second part of the condition in the simple rule shown above could be “the request is
made between 9 a.m. and noon or between 1 p.m. and 5 p.m”, expressed as:

. time=(0900..1200 || 1300..1700)

Boolean expression are built from the specific values allowed with the trigger, and the boolean
operators ! (not), s& (and), | | (or) and () for grouping. More details are found in the Trigger
Reference chapter. Alternative values may also be separated by a comma—this is often more
readable than using the “| |” operator. For example, the following rule will deny service to requests
for pages in either one of the two domains listed.

url.domain=(example.com, another.com) deny

* Long lines can be split using “\” as a line continuation character. The ‘\" must be the last character
on the line and be preceded by space or Tab. For example:

url.domain=example.com time=0900..1700 \
deny

Do not use a semicolon to add comments within such a continued line: everything following the
semicolon, including text on the continued lines, will be treated as part of the comment. For
example:

url.domain=example.com \ ; misplaced comment
deny

becomes
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url.domain=example.com ; misplaced comment deny

In other words, the effect was to continue the comment.

Quoting

Certain characters are considered special by CPL and have meaning as punctuation elements of the
language. For example = (equal) separates a trigger name from its associated value, and blank space
separates expressions in a rule. To use a value that contains one of these characters, the value must be
quoted with either single (') or double (") quotation marks, so that the special characters are not
interpreted as punctuation. Text within single quotation marks can include any character other than a
single quotation mark. Text within double quotation marks can include any character other than a
double quotation mark. Here are some examples of where quoting is necessary:

user="John Doe" ; value contains a space
url="www.example.com/script.cgi?param=value" ; value contains ‘=’
deny( "You don’t have access to that page!" ) ; several special chars

The full list of characters that should be quoted when they appear can be found in the reference
manual. Note that you can quote any string in CPL without affecting interpretation, even if the quotes
are not strictly needed. For convenience, you can quote any value that consists of more than letters
and/or numbers.

user="john.doe" ; quotes not required, but can be used

Important: Within a define actionor define url_rewrite statement, you must use double
quotes ("), not single quote